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IT & Cybersecurity Risk 

 

As the Insurance Industry continues their digital 
transformation this opens up additional risks and 

challenges.  
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Aim of Regulatory IT/Cyber risk initiatives: 

 Raise standards of governance and management of IT risks 

 Drive senior leadership engagement on IT & cybersecurity risks  

 Increase firms’ resilience to IT failures and cybersecurity incidents 

 

2017 focus: 

 The Auditor Assurance Framework for High Impact firms 

 The ongoing supervisory dialogue with Medium High & Medium Low firms  

 Encourage information sharing on IT & Cyber incidents with supervisors 

Central Bank Focus 
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Introduction  

• 47 questions spanning 
Governance, Risk Management, 
Cybersecurity and Outsourcing 

• Based on the Cross Industry 
Guidance 

• Findings based on 75 responses 

• A, B or C responses 

 

Background to Questionnaire 
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Governance - Key Considerations 

Governance 

Alignment of 
IT & Business 

strategy 

Tailor Group 
driven 

policies 

Regular 
Board 

engagement 

Independent 
assurance  
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Governance - Sample Findings  

 

 

See section 1.1.1 of the Cross Industry Guidance 

See section 1.1.4 and 1.2.1 of the Cross Industry Guidance 
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Risk Management - Key Considerations 

Risk 
Management 

Review 
effectiveness of 

risk management 
practices  

Assess legacy 
systems & 
controls 

Assess critical 
functions & 

maintain 
inventory 

Review and test 
DR & BC plans 
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Risk Management - Sample Findings 

See section 2.1.9 of the Cross Industry Guidance 

See section 2.1.5 of the Cross Industry Guidance 
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Cybersecurity – Key Considerations 

Cybersecurity 

Cyber risk 
assessments  

Systems access  

Notification 
policy and 

response plans 

Data 
classification  
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Cybersecurity – Sample Findings  

See section 3.7 of the Cross Industry Guidance 

See section 2.1.8 and 3.10 of the Cross Industry Guidance 
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Outsourcing - Key Considerations 

Outsourcing 

Cybersecurity 
due diligence 

Exit 
management 

strategy 

Review SLAs 

Third party 
access 
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Outsourcing - Sample Findings 

See section 4.4 of the Cross Industry Guidance 

See section 3.8 of the Cross Industry Guidance 
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• Firms encouraged to 
familiarise themselves with 
the guidance  

• Strengthening required to 
raise standards & increase 
firms’ resilience  

• Encourage greater Board 
engagement 

• Allocation of time and 
resources  

• Continued focus by the 
Central Bank 

Concluding Remarks 
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Thank you 
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